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DCS Web Training Topics
● PDT Field Test

◦ Platform data is available outside of the user login. 

● Message Filters
◦ Review message filter dialog and conditions 
◦ Manual and automatic DateTime filter examples.

● Saving Filters
◦ Store filters in the database for future use

● Netlist Filters
◦ Create custom filters from existing netlist files or a filter

● Reset/Forgot Password
◦ Review reset password sources, emails and process
◦ An additional way to reset an account password.



Field Test Feature
● Created to help technicians in the field quickly 

check the status of a platform.

● Returns historical message data and platform 
information.

● Accessible via a link located on DCS website 
login pages or by browsing directly to URL 
https://dcs1.noaa.gov/Account/FieldTest.



Field Test Form
● The form requires two inputs

◦ Platform’s DCP address
◦ Number of hours to look back

● The query has 2 outputs
◦ Platform channel & timing info
◦ Table based view of any message 

data found.

● Clicking the ‘RETRIEVE’ 
button submits the query.



Field Test Output



Message Filters
● Used to view and/or export message data from a user’s 

platforms.
● Also used to debug platform issues related to platform 

configuration issues and interference.
● Filter parameters for all available fields including
◦ DateTime (Carrier/End Time)
◦ Platform Information (Address, Group, ect)
◦ Statistics (Sig Strength, Phase, ect.)

● Can be stored in the database for future use and 
accessed using existing saved filter controls.



Filter Buttons
● Filtering controls are located to the left of the export controls on 

most website tabs. The messages tab controls are shown below.

● Clicking the ‘Filter’ button will open the associated filter dialog for 
the tab.  This training will review basic message filtering.

● Clicking the ‘Clear’ button will remove any filters that are currently 
applied, and restore the default data set which for messages is all 
available data.



Filter Dialog
● The dialog for filtering message and other data contains the following 

controls used to define specific filters.
◦ Apply Filter button to submit the query to the server
◦ Link to select ‘All’ (and) or ‘Any’ (or) option for the condition.
◦ Add new condition button (blue arrow icon, top left) used to add additional conditions 
◦ Add new condition link provided to add an additional condition to the filter.

● Controls are the same for all 
website filter dialogs, with the 
only difference being the list 
of conditions available, which 
is determined by the dataset 
(grid) being filtered



Conditions
● Available conditions depend on the 

current data being worked on  
● List of conditions normally contains an 

item  for each field displayed in the grid
● Operators determined by input type

◦ String 
Starts, Not Starts, Contains, Not Contains, Equal, Not Equal

◦ Number
Equal, Not Equal, Between, Not Between, Greater, Less

◦ DateTime 
Between, Is Equal, Greater, Less

◦ Select List
Is Equal, Is Not Equal



All/Any Operator
● Advanced feature used to create complex queries. Default 

selection is ‘ALL’, and is used for majority of filters.
● Accessed by clicking the blue highlighted ‘ALL’ (or ‘ANY’) link to 

the right of the add condition button (blue arrow)
● Determines how boolean operators are applied to the filter 

condition when generating the query to the database
◦ ‘ALL’ selection is analogous to the boolean ‘AND’ operator, and the filter 

only returns data that meets all specified conditions.
‘Return all messages found on channel X and channel Y and belongs to group USGS01’

◦ ‘ANY’ selection is analogous to the boolean ‘OR’ operators and the  filter 
returns data that meets any specified condition.

‘Return all messages found on channel X or channel Y or belongs to group USGS01 



DateTime Filters
● DateTime conditions allow users to create queries that 

restricts the resulting data to a defined time frame
● For message filters, the message carrier and end time can 

be used to add a DateTime condition to the query.
● Two ways to add a carrier or end time condition to the filter

◦ Default ->  Manual entry in Julian format (DD/YYY HH:MM:SS)
◦ By Day ->  Automatically entry from date picker selections



DateTime Example #1
● The following example demonstrates how to create a message 

filter representing the statement below using the default 
(manual) DateTime entry method
‘Return messages with end times from March 1st 2018 between hours 13z and 14z’
1) Browse to the messages tab, clear any existing filters, and open the filter dialog

2) Click the ‘Add New Condition’ link and select ‘End Time’ from the condition list

3) Enter the Julian date and time for the lower limit (left text box)   ->  ‘18/060 13:00:00’

4) Enter the Julian date and time for the upper limit (right text box) -> ’18/060 14:00:00’

5) Verify entries match Julian format exactly, and click the ‘Apply Filter’ button to submit the query



DateTime Example #2
● The following example demonstrates how to create a message 

filter representing the statement below using the ‘by day’ (date 
picker/automatic) DateTime entry method
‘Return messages with end times between days March 1st 2018 and March 3rd 2018’
1) Browse to the messages tab, clear any existing filters, and open the filter dialog.

2) Click the ‘Add New Condition’ link and select ‘End Time (By Day)’ from the condition list.

3) Click the left-most text box and select March 1st from the date picker control to set the lower limit.

4) Click the right-most text box and select March 3st from the date picker control to set the lower limit.

5) Entries are automatically entered and formatted. Click the ‘Apply Filter’ button to submit the query.



All/Any Example
● The following example demonstrates how to use the ‘All/Any’ operators to 

create a message filter that represents the statement below by changing 
how individual filter conditions are linked together in the overall query   

“Return all messages on channel 183 and have an ARM code ‘G’ or ‘?’ ”

1) Browse to messages tab, clear filters, and open the filter dialog.

2) Click the ‘Add New Condition’ link, select ‘Channel’ from the list  
of conditions and enter 183.

3) Click ‘Add New Condition’ button and then ‘Open New Bracket’   
to add new condition set. Default option is ‘Any’ (boolean OR).

4) In new bracket, change default condition to ‘ARM’, and select 
‘Good Msg (G)’ from the ARM values list.

5) Click the ‘Add New Condition’ button for the ARM condition in the 
new bracket, and select ‘Add New Condition After Current’ from 
the list to add a new condition.

6) Change new ‘Any’ bracket condition to ‘ARM’ and select ‘Parity 
Msg (?) from the ARM values list.  

7) Click the ‘Apply Filter’ button to submit the query.



Stored Filters
● Filters can be stored in the database for future use for message and 

platform data sets only 
● Once a filter has been saved, it is referred to as a ‘view’ within the 

website terminology
● Prevents frequently used filters from having to be re-created every 

time a user wishes to filter data in that manner
● Controls located next to ‘VIEWS’ label at top left of the ‘Messages’ and 

‘Platforms’ grid.
◦ Select list for loading
◦ Folder button for saving
◦ Trash button for deleting



Creating Views
● The first step in creating a saved view is to create and apply 

the desired filter to the grid data.
● Once the filter has been applied, click the ‘Folder’ 

icon/button to open the ‘Save’ dialog where the view is 
given a friendly name.

● On the dialog, enter the desired 
view name in the text box and 
click the ‘Add View’ button.

● If successful, the page will re-
load, and the new view will be 
available in the select list control. 



Loading Views

● To load a view, simply click the drop down control to expand 
the list of user views and select the desired option.

● The action will close the drop down list and apply the 
conditions in the save view to the grid data set.

● Select list containing user’s views can have two view types
◦ Normal type, standard filter. View name prefaced with ‘[FILTER]‘
◦ Netlist type, special filter. View name prefaced with ‘[NETLIST]’

● Views are applied to the 
messages or platform grid 
after they have been selected 
in the view drop down list.



Removing Views

● To remove a view, it must first be applied to the grid data 
set.  This is done by loading the view to be deleted via the 
view select list control.

● Once the view has been applied, click the trash can icon 
button located to the right of the view select list and view 
folder icon button to initiate view removal.

● The page will refresh, with the view removed from the select 
list, and the view filter conditions cleared.

● Views no longer needed can 
be easily removed from the 
user account.



Netlist Filter
● A netlist filter is a type of message data filter 

created from a standard CSV file, an LRGS netlist 
file or a platform filter.

● They contain two query parameters
◦ One or more platform addresses to filter on
◦ How far back to look for the message data

● Stored in the database for future use, and 
accessed using existing saved filter controls.



Netlist Files 
● LRGS ‘.nl’ Files

◦ Used by an LRGS client to determine what platforms it 
needs to retrieve data for.

◦ Many users already have LRGS .nl files that define only the 
platforms for their organization.

● CSV Files
◦ Comma Separated Value; An additional file format for 

users not familiar with LRGS netlist files.
◦ Contains a comma separated string of platform addresses 

to be included in the website netlist filter.



Netlist Dialog
● Netlist buttons are located to the left of the filter button 

on the ‘Messages’ and ‘Platforms’ website tabs.

● Clicking a netlist button opens a dialog window used to 
create a netlist filter from an uploaded file or an applied 
platform filter. 



Netlist Dialog
● The netlist dialog has 4 fields 

◦ Name for the netlist filter.
◦ Type of netlist filter being 

created; CSV, LRGS or an 
applied filter (PDT only).

◦ Time range to determine how 
far the netlist filter looks back 
for data (from 1 hour to 30 
days).

◦ File upload control to select a 
netlist file for the CSV and 
LRGS types. 



Creating Netlist Filters
● Perform the following steps to create a netlist filter 

from a platform filter
◦ Create a filter with condition specifics such as group codes 

or individual platform addresses on the platforms tab.
◦ Open the netlist filter dialog window.
◦ Enter a friendly name in the ‘Name’ text box.
◦ Select the ‘Filter’ option in the ‘Type’ radio group.
◦ Select a look back period using the ‘Frame’ drop down list.
◦ Click the ‘Add’ button to submit and save the netlist filter.



Creating Netlist Filters
● Perform the following steps to create a netlist filter 

from a CSV or LRGS netlist file
◦ Open the netlist filter dialog window by clicking the 

‘Netlist’ button on the messages or platforms tabs.
◦ Enter a friendly name for the netlist filter.
◦ Select the ‘CSV’ or ‘LRGS’ option in the ‘Type’ control 

depending on what file type is being used.
◦ Select look-back period using the ‘Frame’ drop-down list.
◦ Click the ‘Select’ button to open the file browser, and 

select the CSV or LRGS file to be uploaded.
◦ Click the ‘Add’ button to submit and save the netlist filter.



Loading Netlist Filters

● They are loaded into the ‘Netlists & Views’ drop down list 
located on the messages tab, and have the following text 
◦ Header text ‘[ NETLIST ]’ before the friendly name.
◦ Footer text specifying the range, for example ‘[ 3HOUR ]’.

● To load a netlist filter, simply select the desired option 
from the drop down list.

● The website will submit a query to the database and 
apply the netlist filter to the message data.

● Netlist filters are treated as a 
type of saved ‘View’ (filter).



Password Reset
● User account passwords can be reset via 3 methods

◦ By administrator or manager within the website
◦ By user via forgot password security questions
◦ By user via forgot password last name & pin code

● All methods, when successful, will send an email to the address 
registered with the account containing a partial password and 
instructions on the completing the reset process

● To complete the reset process, a user must then login to a DCS 
server using the partial password from the reset email and their 4 
digit pin code

● If the login is successful, the user is redirected to the forms that are 
used to update DCS account passwords



Password Reset
● Upon completion of one of the 3 account password reset methods, 

the DCS website automatically sends an email containing a partial 
password and further instructions

● To complete the reset process, browse to any of the DCS websites 
and login using the partial password from the email, followed by the 
account pin code
◦ When entering the partial password string, it is best to type the characters into 

the password textbox to ensure the value is copied correctly
◦ Copying and pasting the partial password can cause an additional space 

character to be included in the string, which will cause the reset action to fail

● If the a user has forgotten their 4 digit account pin code, they will 
have to contact DCS support and have them query the database for 
the pin code.



Password Reset



Password Reset
● After logging in with the partial password string and pin code, the 

user will be presented with the form used to change the account 
password

● On the password reset form, the following must be done
◦ In the top most text box for the previous account password, enter the partial 

string and account pin code as was done at the login page
◦ In the second text box below the previous password field, enter the new 

password for the account.
◦ In the 3rd text box below the new password field, enter the new password again 

in the confirmation field.
◦ Click the submit button at the bottom of the form to reset the password. 
◦ If successful, the user will be logged in and redirected to the messages tab
◦ If an error occurs, a validation message will be shown indicating the cause



Forgotten Password
● As a result of new and urgent IT security 

directives from NOAA, two significant changes 
were made to the password reset mechanism.
◦ Security questions containing personal identifying 

information, or PII, were replaced.
◦ Security question answers are now stored in the 

database as encrypted text.



Forgotten Password
● The changes to the forgotten password feature 

would prevent users with security questions 
containing PII from resetting their password.

● Many users had security questions containing PII 
that were no longer in the system.

● As a result, a new way of resetting an account 
password needed to be implemented to help 
these users.



Forgotten Password

● Users can now initiate the password reset process by 
entering their last name plus their 4 digit pin code in 
both security answer fields.
◦ For example, ‘Roberts1234’ would be entered for a user 

whose last name is ‘Roberts’ and pin code is ‘1234’.

● To mitigate any potential user 
issues an additional mechanism 
to reset an account password 
was put in place.
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